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Congratulations!

Farewell!

Academic Excellence Awardees of Spring
2017
MSIA:
Surendra Giri
Obinna Otti
Kalyani Bhalerao
Hazem Farra
Jamal Mosakheil
Nazneen Naik
Janaka Rajapaksha Gedara
Sana Shahid
Thant Zaw
Fnu Sayma Ahmad
Zain Ul Abideen
Shiru Ding
Matthew McCullough
Alexander Stewart
Vineeth Venkata Aravala
Elina Khadka
Prabesh Shrestha
Information Systems:
Renu Lakhemaru
Terry Kisner
Aashma Parajuli
Melissa Berning
Samantha Lee
Khalid Noor
Alisha Tamang
Yulduzkhon Pulatova

Griwan Shrestha
Nicole Schrom
Taesig Ahn
Elisha Shrestha
Irina Jones
Abdulhadi Alzuabi
Evan Molin
Casey Wahlin
Adam Reiter
Ryan Tormanen
Alex Ardolf
Samuel Schindler
Dylan Russell
Emerald Simkhada
Rifat Anwar
Jimmy Bui
Kayla Jansen
Brady Cooper
Dion Pirness
Hussain Khalid Ansaif
Thomas Wanous
Brady Sprenger
Kehinde Sodunke
Abdullah Aldaej
Ahmed Qadiri
Michael Eli
Mohanad Al Nahdi

Graduates of Fall 2017
Information System:

Information Assurance:

Abdulhadi Alzuabi
Hussain Khalid Ansaif
Rifat Anwar
Alex Ardolf
Quinten Dismukes
Christopher Hertling
Irina Jones
Terry Kisner
Whitney Lorentz
Dylan Russell
Kehinde Sodunke
Casey Wahlin

Hareesh Reddy Eemani
Nadun Gurusinghe
YuTong Han
Patrick Ilboudo
Mohammad Islam
Wasseem Jammal
Mohammed Abdul Kareem
Shiva Marupudi
Hung Nguyen
Unmesha Punyamurthula

NSF Scholarship Recipients
Nicole Schrom
Thomas Anderson

IS Department is Diverse!
Students from 33 countries are currently enrolled in our
programs. Engaging in a diverse and multi-cultural world
broadens our perspectives, encourages collaboration and
promotes unity. St. Cloud State is recognized and celebrated for
its dedication to diversity and inclusivity.
Afghanistan
Iraq
Rwanda
Bangladesh
Bhutan
Ivory Coast
Saudi Arabia
Burkina Faso
Kazakhstan
Sri Lanka
Cameroon

Kenya
Sweden
China
Korea
Syria
Egypt
Kuwait
Tanzania
Ethiopia
Malawi
Turkey

Gambia
Malaysia
United States
Great Britain
Nepal
Uzbekistan
India
Nigeria
Vietnam
Iran
Pakistan
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Sucess Story: Internship Opportunity Through
Scholarship

Quantum Information Systems Grant

Thanks to an opportunity provided
by our department
through the NSFSTEM scholarship
program,
Kayla
Jansen
completed
her internship successfully at Argonne
National Laboratory.
When asked about
her decision to do an
internship with a national laboratory, she
was excited to tell
Kayla Jansen NSF-STEM Scholar
us about it. She was
accepted into the NSF-STEM scholarship program and was encouraged to apply for the internship, which seemed like a great opportunity that would help further her knowledge in cyber security. It also
came with incentives like being able to travel to another state, have
the travel expenses covered, get paid for the summer, and not have
to worry about the accommodations. She describes her experience at
the national laboratory as an amazing experience that she wouldn’t
trade for the world. During her internship she had the opportunity
to work with world-class cyber security professionals that led her to
build connections with professionals and students from across the
United States and experience cutting edge research. When it comes
to recommending the internship to other students, Kayla says, “I
would highly recommend doing an internship at a national laboratory. There are different laboratories across the United States that
students can apply for. The experience in itself holds so much value.
It provides you with the opportunity to network, build your soft and
hard skills, and dive deeper into your area of interest. Everyone at a
national laboratory is willing to help you learn and encourages you to
succeed.” SCSU works with the scholars on career pathways exploration, helping students find internships and jobs within STEM related
fields. Students are encouraged to use the excellent scholarship opportunities that are provided by the IS Department.

The Department of Information Systems are excited to announce the
receipt of $277,548 grant for development of courses in Quantum
Information Systems. The primary focus of the 2017 National Security Agency "SCSU Cybersecurity Curriculum & Partnership" grant
is to deliver a hands-on learning experience for students in an up and
coming area of cybersecurity, namely quantum encryption. The grant
was acquired through the call for proposals to the CAE-C (Center of
Academic Excellence-Cybersecurity) - "Investment in Expansion of
CAE-C Education Programs". While the field of cryptography has
seen many developments over the past several decades, nothing has
the potential to change the way in which data is protected and transmitted over the Internet than the implementation of viable quantum
encryption systems. Not only will this emerging field have potential
ramifications both for industry and government institutions, but the
development of commercially available quantum computers could
put in peril the current public-private key encryption infrastructure
used throughout the Internet. This potential development has made
the transition to quantum encryption systems, which are less susceptible to attack by these quantum computers, a major area of focus.

Inside
this
edition

Commencement Speech!
Irina Jones, IS major, will be the commencement speaker at the fall graduation ceremony. She was born in Dhaka, Bangladesh, grew up in Auckland,
New Zealand where she resided for
13 years, before deciding to travel and
study abroad. She began her studies at
Speaker Irina Jones
St Cloud State University in August of
2013 and will receive her bachelor’s degree this fall. Irina commented, "Technology is my passion and my overall life's mission
is to bridge the gap between humans and technology through
the knowledge I gain from my studies and experiences".
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Business Computing Research Laboratory
Research on Quantum Information Systems
- Erich Rice

While quantum key cryptography is an area that is covered under the NSA CAE (IA/CD) Knowledge Units, it is an important
concept in cybersecurity that is being under taught. This may be
due to the difficult nature of the educational material or potential lack of academic expertise in this area especially within the
cybersecurity academic community. To overcome these potential roadblocks SCSU is uniquely situated to provide the academic expertise in this area that will allow the development of curriculum covering the difficult concepts of quantum encryption
that may then be disseminated to other academic institutions.

will allow for students to gain hands-on experience not only with
quantum cryptography language (QCL) programming skills, but
also in some instances with the actual devices that are creating the
ability to perform quantum cryptography transmissions, such as lasers and Geiger counters to measure radioactive decay to produce
the randomness necessary to facilitate the quantum encryption.
The Quantum Information Systems courses will be offered online
through D2L, with the first course that deals with foundational concepts of quantum encryption, being offered the summer session of
2018. Both undergraduate and graduate students from SCSU and
other institutions enrolled in programs such as information systems,
information assurance, cybersecurity, mathematics, and applied sciences are encouraged to enroll in the course to gain insight into this exciting and imperative area of development in information technology.

Apply for Excellent in Leadership Award!
This non-monetary award identifies and honors students who have
demonstrated outstanding leadership at SCSU based on an evaluation of their academic commitment and leadership experiences.
Winners are chosen and evaluated by faculty and staff volunteers.
Each spring, the Department of Campus Involvement hosts the annual Excellence in Leadership Banquet and presents the Excellence
in Leadership Awards.
https://www.stcloudstate.edu/campusinvolvement/annual-events/
leadership.aspx
Deadline for applying is February 5, 2018 at 4PM.

Data Analytics Minor
Dr. Renat Sultanov and Dr. Dennis Guster

Dr. Renat Sultanov of the Business Computing Research Laboratory
(BCRL), is uniquely qualified to spearhead the quantum encryption
development portion of the project. He has a doctorate in nuclear physics and has published numerous works related to quantum
physics including articles in the well-respected Journal Physical Review. Along with Dr.’s Dennis Guster and Mark Schmidt who currently teach numerous cybersecurity courses at the undergraduate
and graduate level, SCSU has the personnel to effectively develop
hands-on labs and experiences that will better enable students to
understand the difficult concepts around quantum encryption and
become a leader in this field. In addition, instructor Erich Rice along
with MSIA graduate students Leena Radeke and Andrew Erickson,
and IS undergraduate Adam Fitzpatrick, will work to operationalize the courses on D2L for online delivery. Also, student-lead research projects will be presented at a conference during the spring
semester, and it is hoped that a journal article will also be produced.
The BCRL provides an environment ready-made to build out
and test the equipment necessary to implement the quantum encryption systems such as devices to transmit and read the quantum signals, which is another component to the NSA grant. The
BCRL has been a huge success and supports enterprise level computing with an equipment infrastructure valued at roughly $1
million. In its current state, there are approximately 200 computing cores using a virtualized cloud architecture. The private cloud
is completely self-contained and provides its own Domain Name
Service (DNS), active directory and firewalling. This environment
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Data analytics is among today’s fastest-growing and highest-paid professions as organizations increasingly rely on data to drive strategic
business decisions. From fall 2018, the IS department plans to offer
a new minor program, “Business Analytics”. It requires a total of 18
credits (9 required & 9 elective).
Required Courses – 9 credits (Three courses)
IS 434 - Introduction to Data Analytics
STAT 321 - Statistical Methods 2
Econ 470 - Economic and Business Forecasting
Three Elective courses – 9 Credits.
Selection must include courses from at least two categories.
Data Analytics – Maximum of 2 courses from
MKTG 422, ECON 485, STAT 415, and STAT 421
Marketing/Consulting/Methods – Maximum of 2 courses from
IS 454, IS 455, MKTG 322, STAT 380, and STAT 381
Data Base / Programming - Maximum of 2 courses from
IS 250, IS 345, IS 445, STAT 304, STAT 325, and IS 443
Spatial / Visualization - Maximum of 2 courses from
GEOG 316, GEOG 416, and STAT 360
If you are interested in the Business Analytics Minor program,
contact the IS department.

St. Cloud State University / Department of Information Systems

Dr. Herath received an award from
the president of Sri Lanka!

Faculty Highlights
Dr. Abdullah Abu Hussein CH 433
Channa Kumarage
CH 443

aabuhussein@stcloudstate.edu
ckumarage@stcloudstate.edu

Abdullah Abu Hussein

Assistant Professor
Department of Information Systems

Dr. Susantha Herath receiving Pradeepa Pranama Award

Dr. Susantha Herath received the “Sri Jayewardenepura Pradeepa Pranama” award from the President of Sri Lanka, Maithripala Sirisena at Waters Edge, Colombo, Sri Lanka on October 20,
2017. Dr. Herath received the award for his academic achievements, contributions to research and services to humanity.

TERP10 - SAP Education Services
IS Department plans to offer TERP10 class (IS 459/559) during
summer 2018. This class mainly focuses on taking and passing the
TERP10 certification exam. The class covers all the topics and practices for the TERP10 exam. During the last Friday of the summer
session, you will take the TERP10 exam directly managed by SAP
education. TERP10 is an Associate Certification offered from SAP
Education Services. This certification focuses on the fundamental knowledge requirements for a SAP consultant to configure and
implement SAP solutions. It includes ERP Basics and ERP SAP
NetWeaver, Financial Accounting, Management Accounting, Sales
Order Management, Planning, Manufacturing, Project System, Human Capital Management, among others. This certificate is globally
recognized to demonstrate that you have honed your skills through
rigorous study and hands-on experience with ERP software. It also
distinguishes yourself in the current marketplace by becoming an
SAP® Certified Associate.
Some companies using SAP are 3M, Citrix, Coca-Cola Co., Deloitte
& Touche, DuPont, Cargill, Target, General Motors, UnitedHealth
and H.B. Fuller. If you have questions, contact Dr. Changsoo Sohn,
SCSU SAP Coordinator and SAP Certified Instructor.
csohn@stcloudstate.edu

Spring 2018 Course Registration!
Spring 2018 registration is open for all students. Meet with
your advisor as needed to register now for fall courses. Early
registration is the best strategy to ensure courses you need are
available to you. Registration is available online through E-Services. More information on registration is available through
Records and Registration at,
http://www.stcloudstate.edu/srfs/registration/guide.aspx

			

Dr. Abu Hussein, joined the Department of Information Systems at SCSU as a fixed term instructor in fall 2016. He is now a probationary
faculty. He will serve as an Assistant Professor
from this fall 2017. He earned his PhD in Computer Science upon
successful completion of his research work on "Pragmatic Framework for Cloud Security Assessment: A Stakeholder-Oriented and
Taxonomical Approach". Dr. Abu Hussein has been teaching courses
on security, software engineering, and cloud computing as a lecturer
at various educational institutions. He has a number of refereed publications in related venues, presented papers at various conferences
and served as a reviewer IEEE Transaction on Cloud Computing.
Dr. Abuhussein’s research focuses on the security of pervasive computing, cloud computing, and Internet-of-Things (IoT). His particular interest currently is stakeholder-centric security. Abu Hussein is
currently teaching IA 659 Cloud Security, IA 693 Secure Electronic
Commerce, and IS 340 Management Information Systems.

Channa Kumarage

Fixed Term Instructor
Department of Information Systems
Channa Kumarage joined the Department of
Information Systems as an adjunct instructor in
fall 2016. He serves as a fixed-term instructor
from this fall. Kumarage holds a BS in Computer Science from the University of Colombo, Sri Lanka and an MS
in Computer Science from SCSU. He has over 10-years of college
teaching experience. Currently, he is working on a law degree and
two doctoral degree programs. He decided to take on the full-time
position at SCSU because of his exciting teaching experience last
school year. The full-time employment is a challenge while working
on three advanced degrees at the same time, however, he is managing
it successfully. Kumarage is currently teaching IS 301 Information
Technology in the Entrepreneurial Organization, IS 459/559 Cloud
Computing, IS 473/573 Operational Software Safeguards, and IS
481/581 Introduction to Computer Forensics.

Dr. Dien Phan is on a phased retirement that will conclude in
2021. Before joining the faculty of the Minnesota State University system, Dr. Phan worked at IBM in Rochester, Minnesota, as
a software architect in the IBM’s Distributed Data Management
Architecture group.

St. Cloud State University / Department of Information Systems			
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If you can't stop thinking about
it, don't stop working for it!

The NSF Scholarship - Benefits
& Positives Of the Program

- Utsav Karanjit

I distinctly remember one question that my
biggest-internship-turned-first-job-out-of-college boss asked me during my initial interview.
It went something like this "how can you manage to be an intern
if you are involved in so many activities and are a full-time college
student?”. I don’t remember how I answered, but I will never forget
what that question taught me, that words are powerful. As most of
us as are pushing through the semester, it is easy to push things to
the side for later, but when it comes to getting an internship for the
summer, it is something to start thinking from now. I can remember
every time that a professor or my advisor would bring up the importance of internships, I would cringe, close my eyes and pray that I
was a freshman again. I did not understand why I needed to leave
my part-time job, since it paid me okay and got me through school.
I realized it didn’t provide me with the skills or experience I needed.
I knew in order to find my passion and be successful, I would need
an internship. I crafted my resume and landed my first internship for
Maverick Software Consulting. The only thing I regret is that I did
not do it sooner. Whether you are a freshman, a junior getting ready
for your senior year, or graduating, it is important to get an internship as soon as possible. And if you are not sure what you would really like to do after graduation, use that as a fuel to find something that
you love. Good luck! There is an internship waiting for you out there.

IS 445/545 Application Program
Development III		
- Cullen Anderson

Dr. Safonov’s IS445/545 was one of the best
classes I have taken at St. Cloud State University. It was because it involved real world scenarios for software development. It is quite an opportunity to be a part
of a class where a well-known multinational company assists in the
development of students by showing how they work, and what they
do on a day-to-day basis. You will get the opportunity to work like
an industry professional throughout the class and will be critiqued
on your work all while gaining valuable experience that you could
use at Wolters Kluwer as an intern or at another company that develops software. Either way, you will be gaining first-hand professional
experience while still in college. Some of the learned technologies
include advanced C# methodologies and patterns, front-end website
development, as well as Agile software development practices. Not
to mention, at the end of the class you may be offered a summer internship with Wolters Kluwer to work in their software department.
Actually, I was a second intern hired by WKFS from this class (first
was Cassandra Spruit in 2016), and we both had an opportunity
to extend the internship for an extra year as a part-time job. Now,
I am hoping to get a full-time offer. As a final note on the subject,
I’ve often been told I am lucky, but if you think about it, “luck” is
where opportunity and dedication meet. I’ve made my own “luck”
and now you have the opportunity to show your dedication by taking
IS445/545 in the spring of 2018 and you might just get lucky too. It
is simply an opportunity that you should not pass up!
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- Thomas Anderson

I am a NSF-STEM scholar and in the 4+1 BS/
MS program. I am very happy to be in the 4+1
program as it allows me to complete my bachelor’s degree and continue to a master’s degree here at St Cloud State
University. Without the NSF-STEM scholarship I would have to
work full time or incur additional student loan debt. The scholarship
program has broadened my group of acquaintances/friends. I would
not know anyone in Computer Science or Engineering without the
NSF scholarship monthly meetings. The mentor meetings for the
Information Systems/Information Assurance students are of great
benefit to me. It is facilitated by Dr. Susantha Herath. He takes the
time to make sure everyone is doing well at school and in our personal lives.
The entire management team (Dr. Susantha Herath, Dr. Jayantha
Herath, Dr. Hossain, Dr. Baliga, Dr Johnson, and Lorie Ortloff) are
compassionate, caring leaders that want everyone in the program to
succeed. I am very fortunate to have been selected as a recipient of
this scholarship.
The financial benefit of the NSF SSTEM scholarship was the initial
reason I pursued it, but the staff, programs, and other scholars make
it the reason I will recommend pursuing to anyone in the future.

Curriculum Changes
Additional IS electives
IS 301 Information Technology in the Entrepreneurial
Organization
New Courses available
IS 474 Management and Evaluation of Encryption Techniques
(2018 fall)
New minor program
Business Analytics minor (18 credits)
New Certificate Programs
Enterprise Resource Planning (ERP) Certificate (15 Credits)
Project Management Certificate (15 Credits)

Course Number Changes Effective Spring
2018
IS 481 to IS 381 (Forensics)
IS 352 to IS 452 (Unix OS)

Tutoring
The Academic Learning Center (ALC) provides study and reading assistance to students enrolled at St. Cloud State University
to help them become more efficient and effective learners. The
ALC has a variety of services to assist students including courses,
tutoring, workshops, and other resources. The Academic Learning Center is located in Centennial Hall Room 236. You can
find sign up information in Centennial Hall 415.

St. Cloud State University / Department of Information Systems

IS Department Student Employee!
I am Mariah Pojar, a first-year student at SCSU. I am from St. Paul, Minnesota. I’m majoring in Psychology, and I’m
thinking about minoring in Business. I’m a student worker here on campus for the Information Systems Department.
Some hobbies of mine are playing softball, volleyball and writing. On my free time, I like spending time with family
and friends. I’ve always been family orientated which is another reason why I’m glad to be here at SCSU. I am the first
in my immediate family to go to college.

Alumnus Insight
- Brikken M. Jensen

This past May I graduated with my
bachelors of science in Information Systems. As hard as I tried, I finished school
without a job secured. I decided to take
a month for myself and revisit Germany,
the country where I’d studied abroad.
Upon my return, I began my job search.
I did this almost exclusively online through LinkedIn. I updated my
profile and began searching.
LinkedIn is a highly useful tool: you can filter by industry, company,
job title, region and more. Plus it’s free! I found multiple positions
and applied and set up interviews weekly.
It took two months of interviewing throughout the Twin Cities to
find my current role. Today, I am a Project Coordinator at Open
Systems International Inc (OSI), a software company that supplies
automation systems to utility companies globally. I work in our internal project management office and assist our project managers
with internal procedures, documentation and data tracking. One of
my achievements, in the short time I have been here, was my role in
streamlining our payment collections process using our ERP system.
I hold customers accountable and collect payments and created a
communication system to do so.
The best part of my job at OSI, aside from my role, is the people I
work with. I work alongside a range of individuals, from social customer relations people to highly technical engineers and developers.
Everyone feels connected and works hard, and as a young professional, that is encouraging to see as I begin my career.

IA Students Awarded Scholarship to Attend
Women in CyberSecurity (WiCyS) 2018
Congratulations to Garima Sapkota, Kim Phan, Swapnika Putta,
and Sushmita Acharya who will attend the workshop on March
23-24th at Hilton Chicago Downtown. Kim Phan, and Swapnika
Putta have submitted proposals to present their research and will
also be considered for research awards. The WiCyS initiative was
launched in 2013 to generate interest among students to consider
cybersecurity and to bring together women (students/faculty/researchers/professionals) in cybersecurity from academia, research
and industry for sharing of knowledge/experience, networking and
mentoring.

			

Exchange Student - Experience!
- Ayauly Seiilkhan

IS 356 group project meeting with Leroy Northam,
CIO at Jefferson Capital Inc.

My name is Aya, and I am an exchange student from Almaty, Kazakhstan. An opportunity to study for a semester at SCSU during
fall 2017 worked great for me. I always wanted to become a strong
IS specialist, and I tried my best while I was studying at my home
university. The Education system, the culture, and the way people
approach a problem in the US are very different from my country,
so I thought I could learn to use an alternative method or a totally
different perspective to look at things. I am having a great student
experience at SCSU.
I am only taking IS classes, and I should say that every professor of
this department truly cares about teaching each class. Not only in
how they explained the material, but also offered a lot of future career advice, such as how to approach things in a professional manner.
Those are skills that I can carry on with me in the long run, and they
definitely helped me differentiate myself among my peers when I
started to work. In my IS 356 Systems Analysis and Design class, my
group and I had an opportunity to work with Jefferson Capital, Inc.,
a local company in Waite Park, MN.
We met with the company’s CIO, who involved us in a real world
project. It is a great experience for me to bring back home, where
the IT field is still developing. Students at SCSU come from a lot of
different countries. The cultural diversity fills the student life with a
bright palette of colors.
You can meet people from all around the globe, and everyone was
so friendly and kind to me. American students overall are very
open-minded, they try to be helpful in every situation. It took me
by surprise how polite and welcoming people are here knowing that
I am from a different country, they patiently tried to help me adjust
to the new environment.

St. Cloud State University / Department of Information Systems			
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The Bridge to Success		
- Hazem Farra

It has been a long and career inspiring journey
for me here at SCSU. First, during my undergraduate years (1999-2002), throughout my
graduate years (2014-2017), and even during
my professional IT employment years (between 2004-2010).
In 2013, more than a handful of cybersecurity breaches made headlines around the world; the results were devastating in terms of financial and political effects. One of those was the SEA (Syrian Electronic
Army) attack on various news organizations, education-al institutions, and political groups. It opened my eyes to the great and mysterious world of information security and the challenges that underlie
cybersecurity careers.
After days of exploring details of the attacks, reading expert opinions
on the techniques used, and the failed countermeasures, I became
more convinced that I can be more than just an IS analyst, a developer, or programmer; I wanted to be a Cybersecurity expert. In 2014,
I joined the MSIA program and resumed my education at St. Cloud
State University, this time as a graduate student.
Today, as I approach my graduation date, I look back and see that
there was never a dull moment, a mundane task, or assignment. The
knowledge, skills, and information I gained throughout those past
years are unmatched.
Of the most exciting, challenging, and involving classes, I have attended were Application Development III (IS445/545), Cloud Computing Security (IA659), and Database Security (IA643). IS445/545
was taught jointly by Dr. Paul Safonov and Wolters Kluwer Financial
Services (WKFS) professional employees. While the main focus was
on developing web applications using the MVC design patterns, it
covered much more important and relevant topics to prospective analysts, managers, and programmers. First, the opportunity to meet
real-world programmers, developers, and business analysts gave us
a better understanding of the mindset needed to tackle real-world
application development and problem-solving skills. Second, team-

work was an essential skill for each team to master. It was the key in
order to succeed in producing a working and user-friendly application (final project). Successful team members’ communication was
also crucial to gaining good grades and, more importantly, achieving
a positive evaluation by WKFS participating members.
Each week, either Dr. Safonov or a member of WKFS presented a
topic that will be a building block in the final application. Often
times, we had to, each on their own, research, learn, and explore
topics further.
Moreover, using and mastering Agile development concepts, specialized software such as TFS (Microsoft Team Foundation Services), Visual Studio tools and productivity plugins, and collaboration/communication tools (such as Slack), proved that any problem can be
solved. The class was a great “two-in-one” experience; an education
and an internship combined. It gave us the training and academic
knowledge needed, as well as, the skills any professional company
would want in their future employees.
Cloud Computing Security: With almost everything becoming “*-asa-Service” (IaaS, SaaS, PaaS), and with terabytes of data being stored
and transmitted from/to the cloud, the security of operations, data,
and transactions is far more important than ever before. The Cloud
Computing Security class introduced the conceptual and technical
details related to the inner-workings of cloud technologies and the
related security concerns and aspects. Moreover, the technical expertise Dr. Dennis Guster taught during the 16 weeks was one of the
most important takeaways for me. Securing file systems, monitoring
and auditing logs and activities, and understanding the structural security elements in any OS environment, gave a good skill that I can
build on and improve to become a successful security expert.
Mark Twain said it best: “Find a job you enjoy doing and you will
never have to work a day in your life”. I would advise any and all IS
student to think outside-the-box when considering their education
path and future career. Earning a university degree is one thing; having a successful, rewarding, and satisfying career is a whole different
thing. Your passion for your job, your commitment, and excellence
are what separate you from the crowd.

Curriculum Practical Training (CPT):
Curriculum Practical Training (CPT) is a temporary employment authorization for international students to work in the United States
on work related to thesis or starred paper. The department guidelines are over and above the guidelines set by the Center for International
Studies (CIS). CPT must be an integral part of an established curriculum. Federal regulations define it as a type of alternate work/study,
internship, co-operative education, or any other type of required internship or practicum which is offered by sponsoring employers through
cooperative agreements with the school. SCSU does NOT authorize 1st semester CPT, unless the student’s degree requires immediate participation. The student must enroll in at least one credit related to CPT for each semester (including summer) which CPT is authorized.
Authorization MUST be granted by CIS before employment may begin. Students participating in full-time CPT must also complete the
Full-Time Equivalency Request form if this will NOT be their final semester or the Reduced Course Load Request form if it IS their final
semester.
The CPT Process is as followed,
* A student needs to download and complete the CPT form from CIS.
* Bring the completed form to your program director along with your latest transcript showing all courses complete except
the thesis or the capstone project.
* Bring a letter from the company that is sponsoring you for your thesis/capstone project internship.
The letter must show the start date and end date of the internship which is no more than 11 months in duration.
* File a reduced course load form.
* Sign either Starred paper/Thesis plan or Capstone project.
To know more about exception and details contact CIS.
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Thesis/Starred Papers
The School of Graduate Studies requires the completion of a culminating project for all graduate programs. The culminating project
options for the MSIA program requires a thesis or a starred paper. Selection will determine if a student follows plan A or B. A “thesis is
oriented more toward original research, data gathering with statistical analysis, theory testing and theory building, whereas the starred paper
is oriented more toward the usage of secondary research sources” (for more information Refer to Graduate Studies website).
A list of IA program electives can be obtained from the IS department office. The starred paper takes more than one semester of preparation. Thus, students should be prepared to work autonomously on their paper proposal prior to the semester they will defend.

Thesis/Starred papers completed in Fall 2017
Name

Thesis/Starred
Paper

Topic

Committee Members (Chair
underlined)

Shravani Meneni

Starred Paper

Using shared memory as a means to provide data concurrency across VM

Dennis Guster, Susantha Herath, Balasubramanian Kasi

Hareesh Reddy Eemani

Starred Paper

IT Security Implementation and Strategy

Susantha Herath, Jim Chen
and Ezzat Kirmani

R. Bhavika Pooja Gandi

Starred Paper

Data access in multiauthority cloud storage , expressive
and revocable data control system

Susantha Herath, Dien Phan,
Balasubramanian Kasi

Yaswanth Kambalapalli

Starred Paper

Different Forensic tools on a single SSD, their differences and drawbacks

Mark Schmidt, Balasubramanian Kasi, Paul Safonov

Laxmi Varthi

Starred Paper

Analysis and Implementation of E-ticketing with Live
Chat

Susantha Herath, Mark
Schmidt, Sneh Kalia

Vyshnavi Jorrigala

Starred Paper

Business Continuity and Disaster Recovery Plan for
InfoSec

Susantha Herath, Dien Phan,
Baslasumbramanian Kasi

Patrick Ilboudo

Starred Paper

So You think your router is safe?

Jim Chen, Abdullah Abu Hussein, Balasubramanian Kasi

Babu Rajeev Maddiputi

Starred Paper

Implementation of Captcha as Graphical Passwords for
Multi-Security

Dennis Guster, Susantha Herath, Sneh Kalia

Venkata Ponakala

Starred Paper

Analysis and Implementation of Privacy Policy Inference of User Uploaded Images on Sharing Sites

Susantha Herath, Dennis
Guster, Balasubramanian Kasi

Srinath Pasunru

Starred Paper

KVM based virtualization making easy and its access
and security using the remote management

Susantha Herath, Ezzat Kirmani, Sneh Kalia

Sudip Pariyar

Starred Paper

Analyzing Big Data Using Hadoop

Changsoo Sohn, Mark
Schmidt, Lynn Collen

Sreevidya Pulugurta

Starred Paper

Implementing of MD5 Framework for Preserving Privacy for Mobile Healthcare

Dennis Guster, Susantha Herath, Balasubramanian Kasi

Unmesha Punyamurthula Starred Paper

CloudArmor: Supporting Reputation- Based Trust
Management for Cloud Services

Susantha Herath, Lynn Collen,
Balasubramanian Kasi

Ranajit Mehroke

Starred Paper

Vulnerabilities of the Android platform

Susantha Herath, Jim Chen,
Changsoo Sohn

Anusha Thottempudi

Starred Paper

Data aggregation technique to provide security for
wireless sensor networks

Susantha Herath, Lynn Collen,
Balasubramanian Kasi

Ahmed Uz Zaman

Starred Paper

Security During Transmission of Data Using Web
Steganography

Susantha Herath, Dien Phan,
Balasubramanian Kasi

Mohammed Kareem

Starred Paper

Prevention of SQL Injection Attacks Using AWS WAF

Susantha Herath, Dien Phan,
Balasubramanian Kasi

Wasseem Jammal

Thesis

Multi-stage Detection Technique for DNS-Based
Botnets

Mark Schmidt, Tirthankar
Ghosh, Mehdi Mekni

Manohar Adepu

Starred Paper

Virtual Voting System

Susantha Herath, Dien Phan,
Balasubramanian Kasi
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